Abstract-A novel semi-fragile watermarking scheme for the content authentication of satellite images using the pinned sine transform (PST) is presented in this paper. In the PST domain, the image field is first decomposed into two mutually orthogonal sub-fields, namely, the boundary field and the pinned field. The watermark is embedded into the pinned field of PST, which contains the texture information of the original image. This important property of the pinned field provides the scheme with special sensitivity to any texture alteration to the watermarked image. It is desirable to the authentication of satellite images, to which the texture characters are crucial for semantic understanding. The watermarking system can localize the portions of a watermarked image that have been tampered maliciously with high accuracy as well as approximately recover it, while maintaining a high degree of image integrity. The interblock relationship introduced in the process of PST renders the watermarking scheme resistant to content cutting-and-pasting attacks. The watermark can still survive slight non-malicious manipulations, which is desirable in many practical applications in satellite remote sensing. Simulation results demonstrated that the probability of tamper detection of this authentication scheme is higher than 98%.
I. INTRODUCTION
With the tremendous development of the Internet, the online purchasing and distribution of satellite images can now be performed relatively easily. It follows that the content authentication or the integrity protection of digital satellite images is increasingly becoming more and more important. To counter this growing information security problem of illegal distribution and counterfeiting, a novel semi-fragile watermarking scheme for the content authentication of satellite images using the pinned sine transform (PST) [1] , [2] is presented in this paper, which is based on our previous work [3] .
The original image is decomposed into two mutually uncorrelated fields, namely, the boundary field and the pinned field. The texture information of the original image is contained in the pinned field, wherein the sine transform is equivalent to a fast Karhunen-Loeve transform (KLT). By exploiting this important property, we propose to embed a watermark signal into the sine transform domain of the pinned field for content authentication. As illustrated in this paper, the proposed watermarking scheme is especially sensitive to texture alterations of the host image. This provides significant advantage for authentication of biomedical images, which is strongly texture based. Moreover, although our scheme is block-wise, the watermarking of one block is closely related to all the blocks surrounding it, which renders our scheme robust to the "cutting and pasting" attacks. The next section presents a brief review of the PST. The watermark embedding and authentication methods are elaborated in Section III and Section IV, respectively. Section V gives the simulation results followed by the conclusion in Section VI.
II. PINNED SINE TRANSFORM
Suppose a data vector
T is separated into a boundary response X b defined by x 0 and x n+1 , and a residual sequence X − X b , where
In [4] , Jain showed that if X was a first-order stationary GaussMarkov sequence, the sequence X −X b had the sine transform as its KLT.
Extending the above theory to the more general 2-D case, Meiri et. al. [1] , [2] proposed the decomposition of an image field into two sub-fields, namely, the boundary field and a residual field. The boundary field depends only on the block boundaries and for the residual field, so-called the pinned field in [2] , which vanishes at the boundaries, its KLT is the sine transform.
The semi-fragile watermarking adapts to a selective authentication scheme on the content of images. Our scheme aims at protecting the primary textures, such as edges, of the biomedical images. To this end, the watermark should not survive the authentication process if such textures are tampered or damaged. The results of the decomposition of the 512×512 Singapore image are shown in Figure 1 . We find that the boundary field is only a blurred version of the original image, while the pinned field is a good characterization of edges, which fully reflects the texture information in the original image. Thus the watermark can be embedded into the pinned field as an indicator of the authenticity of the watermarked image. Moreover, since most common image manipulations tend to preserve such primary features of images, this embedding method ensures that the watermark does not suffer significantly from such legitimate manipulations. In PST, the image is divided into overlapped blocks, which introduces an inter-block relationship to the pinned sine transformed images. Therefore the watermarking of any particular block also depends on its location in the image instead of depending only on its own content. Thus, simple "cutting and pasting" counterfeiting attack can be exposed by this encoding scheme since the counterfeit of one block affects all the blocks around it.
III. WATERMARK EMBEDDING
The semi-fragile watermarking aims at authentication of the semantic content of images, i.e., they should protect the primary features of the image content, e.g., edges. The watermark should not survive if such features are damaged. As we have seen in the previous section, after the dual-component decomposition, information of prominent edges of the original image is contained in the pinned field. Thus we may embed the watermark into the pinned field as an indication of the authenticity of the watermarked image.
The watermark embedding process is described in Figure  2 . The details are described as follows. The original image X is partitioned into overlapping blocks {X m,n } ∈ X of size 10 × 10, where m and n are the coordinate numbers of this block. Two neighboring blocks are overlapped by one column or row. For every block, the surrounding zone of a 2-pixel width is averaged to generate the initial boundaries and corners. These parameters are used to achieve the boundary field by interpolation and the pinned field is in turn obtained by subtracting the boundary field from central 8 × 8 part of the original block. After every block has been decomposed, it results in non-overlapping pinned field blocks and boundary field blocks, denoted as {X The watermarking process proceeds by conducting the sine transform to every X p m,n block and by embedding a pseudorandom binary sequence of length L into each block, whose initial seed is contained in a secret key file. In the middle to high frequency bands of the sine transform coefficients, we select, according to the length of the watermark sequence, L coefficients for watermarking modulation. More specifically, the watermarking process is defined as follow: marking, respectively. T is a sufficiently large positive threshold value, which is set to achieve the best tradeoff between the perceptual quality and robustness. α 1 and α 2 are floating point values with
The watermarked coefficients are then inverse sine transformed and a watermarked image is obtained by adding the boundary field to the watermarked pinned field.
IV. WATERMARK DETECTION AND IMAGE AUTHENTICATION
The detection of watermark is performed as follows. The detection system receives as input a watermarked and possibly tampered imageŶ. After a similar block-wise decomposition as in the watermark embedding, we obtain the pinned field blocks {Ŷ p m,n }. A Sine transform is performed on these blocks. The watermarked coefficients are then located and checked based on the following conditions: ifŷ p > 0, we decide the watermark bit as "1"; otherwise, we decide it as "0".
After collecting all the watermark bits in one block, we obtain the retrieved and possibly corrupted watermark. The original watermark is also generated using the initial seed in the key file. The watermark bits are compared via the normalized cross correlation function:
where w m,n is the watermark signal and ρ ∈ [−1, 1]. The integrity of the blockŶ m,n is evaluated according to the value of ρ. If no tampering ever occurred to this block, ρ → 1; on the other hand, ρ will decrease due to different tampering of Y m,n . If the content of the block has been changed, i.e. the block has been replaced, due to properties of the normalized cross correlation function, ρ will be extremely low. Assume γ is a properly set threshold, the block is considered to be maliciously tampered if ρ < γ. The threshold is determined mathematically or experimentally so as to maximize the probability of detection subject to a given probability of false alarm. In our current simulations, γ is experimentally set to tolerate unavoidable non-malicious modifications in some practical applications, such as JPEG compression and noise addition, while maintain the sensitivity of the authentication process to malicious modification on the content of the watermarked images. When tampered portions are detected, these portions can be recovered using the similar method as that in [5] . 
VI. CONCLUSION
In this paper, we discuss a novel semi-fragile watermarking using the pinned sine transform for the authentication of satellite images. The watermark is embedded into the pinned field, which contains the texture information of the original image. This important property of the pinned field provides the scheme with special sensitivity to any texture alteration to the biomedical images. The watermarking system can localize the portions of a watermarked image that have been tampered maliciously with high accuracy. The effectiveness of the new method has been demonstrated by experimental results. 
